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We live in a crisis of digital confidence. Cases of data misuse, harmful and illegal content

recommended to children, covert marketing, self-harm, online violence, pornography and

radicalization on social media are some of the issues that - back in 2021 - motivated us to research

initiatives on Online Child Protection. That year, the safety and well-being of children and young

people in particular came into the spotlight in the US. Leaked internal research reports pointed to the

fact that Instagram can have a detrimental effect on young people's self-esteem and mental health.

But it was not just in the United States that the debate over technology, safety and accountability

was raging. In Denmark the government published a white paper in 2021 on the need to tame the

power of the tech giants and create a more sustainable and secure digital development. 

We wondered if even a small country like Denmark – the most digitized country in Europe – could play

an active role in protecting children online. And we found that the answer was that we can! Even

though big tech companies are headquartered abroad, technology is created by humans and can be

modified and politically regulated - by humans. The problem is the way in which digital  technologies

are developed and designed - and the pace at which they are introduced and used. 

This green paper illustrates some of the steps that some countries and organizations are taking

towards regulation, design requirements, the creation of new authorities, mandates and more.

Four months after this green paper was published in Danish we were finally done with the English

translation, and then the EU announced a political deal or a so-called ‘provisional agreement’ on the

Digital Services Act (DSA). The DSA is a new set of rules for online platforms, search engines, online

marketplaces and every other significant provider of digital services. And many other initiatives have

been made during the last four months in countries around the world. Other important initiatives

such as the UK's Online Harms Bill and EU’s draft proposal to prevent and combat child sexual abuse

online were also on the table. But we decided not to dig further into these added initiatives as they

are still in their infancy or being developed. Instead, we decided to stay faithful to the original Danish

text that is a catalog of inspiration to Danish legislators, policy makers, legislators, officials and

other with interests in concrete examples of what is being done to mitigate the risks that the digital

environment imposes on children online. 

We hope that this Green Paper creates inspiration and nourishes the desire to dive further into the

concrete initiatives, or gives rise to discussion and own initiatives that can help strengthen the

protection of children online not only in Denmark – but all over the world. Because, really, children

don't have time to wait for us adults to protect them. We need to get going! 

 

 

Preface
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This green paper is an inspiration catalogue, that  that gives a number of concrete examples of what

is being done to try to protect children and young people online. We focus on initiatives from 8

geographical areas that, based on the Rule of Law Index 2020, are comparable to Denmark. The

initiatives have been selected and highlighted after journalistic research and interviews with several

experts in the field. The Green Paper seeks to cover different types of initiatives that address

different issues - and should not be read as an attempt at exhaustive lists of initiatives.   Citations in

the text is our translation.  

 

Initiatives across eight
geografical areas
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We have divided the initiatives into one or more of the following classifications to create a better

overview for the reader: Watchdog // Authority // Research // Information // Legislation // Industries

and Civil Society. It is thus possible to read the Green Paper from the beginning - but you can also

dive into the individual initiatives more sporadically if you have more interest in some geographical

areas or themes than others.

 

How to read

Watchdog Research Authority

Legislation Civil society Information Indsutries
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If the child is to enjoy protection corresponding to its age, as is the case in the analogue

world, then one must know that it is a child. Actors interviewed for this Green Paper do not

describe age verification as a solution that can stand alone, but as an important

fundamental piece in the work of creating a digital environment that is safer for children

and where companies can live up to current legislation. It is basically about balancing and

protecting the rights of the child. In this Green Paper you can read about age verification

requirements under initiatives in Australia, the UK, the EU, New Zealand and Germany.

France is also on the way with initiatives. 

 
 

1. Age verification 

You are a child until you are 18 years old, it is stated in the Convention on the

Rights of the Child and the General Comments No. 25 (2021) on children's rights

in connection with the digital environment. But in the Danish Data Protection Act,

children from the age of 13 can themselves give consent to use - and thus be

monitored by and profiled on - social media and in many online games etc. In other

words, children from the age of 13 are treated as adults, and the same is true for

even younger children who state that they are 13 years old – without anyone

assuring if this is so. The teen years from 13-18 are a vulnerable and critical

period in children's development. For example, many debut in this phase of life

with mental illness. Therefore, there is also an increasing focus on the protection

of teenagers, which can be seen in initiatives described under e.g. United States

and United Kingdom. 

 
 

2. Teen-protection 

Overall, the initiatives in this Green Paper can be read as an expression of a paradigm shift. It is

becoming more  and more evident that the Internet was not designed for children, but today 1/3 of

all internet users around the globe are children and that we therefore, we need to look at how we can

best serve the interests of children digitally. In this Green Paper, we have identified five trends that

recur across national borders in the work of protecting children online (1). 
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’'Safety must be built into digital products' is a mantra that is gaining ground in several

countries. The concept does away with the idea that digital technologies are neutral

devices that we can learn to use in either “good” or “bad” ways. If digital technologies

are to be safe by design, it starts with the companies that provide the digital services

(including e.g. social media, chat apps or online games) being required to identify all the

built-in potential risk factors that is embedded in the digital products in relation to

children:  Is the app designed in a way that foreign adults can contact the child? Is the

child’s data shared? Did children and parents have a real opportunity to give legal

consent? Does the recommendation algorithm expose the child to non-age appropriate

or perhaps illegal content? Do social media host "secret" groups of infinite size? The

examples are several and all vary depending on the type of digital service in question.

Once companies have identified potential risks associated with their products for

specific age groups, it is also their responsibility to modify the products so that they

are safe. You can read about this trend in Australia and in the UK. 

Today, the digital environment permeates the entire everyday life of the child, the

group of children, the families and the institutions. It's about so much more than

“media”. It is all about family life, sleep, diet, exercise, nature experiences, identity,

relationship formation, sexuality, physical presence, commercial influence,

propaganda, abuse - and much more. This means that there is a need for many

different professionals in the work of protecting children in a society that is

becoming more and more digital. The interdisciplinary approach can ensure robust

solutions and ensure that the new digital solutions do not become quick fixes that

only partially solve the challenges. It also means that the management of online

protection of children must take place across political areas of responsibility,

where the well-being of the family, the child and the group of children is the primary

focus. This trend is reflected in initiatives in e.g. Norway and Australia.

 
 

4. 360-degree view

3. Safety By Design
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One of the things that stands out clearly in other countries is the way in which

online protection of children is lifted through strong mandates and stable

funding. One can agree or disagree with the authorities' work, but Australia's

eSafety Commissioner, the British Data Protection Authority (ICO), the

Norwegian Consumer Council - just to name a few - have the skills, mandate and

resources to put action behind the words. The mandates pave the way for

analysis and solutions that address specific technical and practical problems -

and define responsibility. The above actors all work within a clear political

framework and may set an agenda in the field globally, as they all produce and not

just manage solutions for better digital security. 

 

5. Strong mandates
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EU



'The 4Cs' is a model that classifies online risks for children. The researchers behind the model hope

that it will be applied in practice in research, politics, administration and by everyone who contributes

to realizing children's rights in the digital environment  (2). 

The framework for the model is the EU-funded project CO:RE  (3), which runs in the period 1 January

2020 - 31 December 2022. The overall goal of CO:RE is to create a comprehensive pan-European

knowledge platform with the participation of international researchers, lecturers, politicians and

relevant dialogue groups. The key is to provide an overview of the research situation, provide access

to empirical data, distribute policy recommendations and provide resources for education (4). 

Behind the model The 4 Cs is professor at the London School of Economics, Sonia Livingstone, and

research officer at Global Kids Online, Mariya Stoilova. Formally, the CO:RE project is a coordination

and support action within the Horizon 2020 framework, which aims to build an international

knowledge base on the impact of technological change on children and young people. Part of the

knowledge base is a series of articles on relevant topics that provide an overview of research.

Model for online risks: The 4C’s
The 'The 4Cs' model is a tool to help parents, authorities, legislators and others
with responsibility for and interest in online child protection to understand and
gain an overview of the range of online risks for children.
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Engages with or is exposed to potentially harmful content.

Experiences or is targeted by potential harmful contact.

Witnesses, participates in or is a victim of potentially harmful behavior (conduct).

Is party to or exploited by potentially harmful contract (5).

Aggressive character: Violent, gory, graphic, racist, hateful or extremist information and

communication. 

Sexual character: Pornography (harmful or illegal), sexualization of culture, oppressive body

image norms. 

Or something value-laden: Mis-/disinformation, age-inappropriate marketing or user-generated

content.

Aggressive character: Harassment, stalking, hateful behavior, unwanted or excessive

surveillance.

Sexual character: Sexual harassment, sexual grooming, sextortion, the generation and sharing of

child sexual abuse material.

Or something value-laden: Ideological persuasion or manipulation, radicalisation and extremist

recruitment.

Aggressive character: Bullying, hateful or hostile communication or activity e.g. trolling,

exclusion, shaming. 

Sexual character: Sexual harassment, non-consensual sexual messaging, adverse sexual

pressures.

Or something value-laden: Potentially harmful user communities regarding e.g. self-harm, anti-

vaccine, adverse peer pressures.

Aggressive character: Identity theft, fraud, phishing, scams, hacking, blackmail, security risks. 

Sexual character: Trafficking for the purpose of sexual exploitation, streamed (paid for) child

sexual abuse. 

Or something value-laden: Gambling, filter bubbles, micro-targeting, dark patterns shaping

persuation or purchase.

The CO:RE report suggests that online risks arise when a child: 

         Below, the four points are elaborated:

Content: The child engages in or is exposed to potentially harmful content. It can be of either:

Contact: The child experiences or becomes the target of potentially harmful adult contact. It can be

of either:

Behavior: The child witnesses, participates in or is a victim of potentially harmful peer contact. It can

be of either:

Contract: The child is part of or exploited by potentially harmful contracts. It can be either:

Perspectives

The CO:RE project is characterized by not having representatives from commercial tech companies

on either the advisory board or among the partners. This is important in light of the fact that the hard

and soft power of the big tech companies is growing as they gain more influence in organizations,

think tanks, in the world of research and at the political level. 
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The underlying thesis of the work under euConsent is that in order to protect children online, we

must know if it is a child. But age verification is also about being able to comply with existing

legislation. Children's right to the protection of their personal data is partly covered by the GDPR. The

GDPR stipulates that children may first consent to the processing of their personal data in

information society services, i.e. digital consent, from the age of 16. However, individual countries

can set the consent age at 13 years. In Denmark, the consent age is set at 13 years in the Data

Protection Act. 

The rule is that children should enjoy special protection for their personal data, as they are often less

aware of the risks, consequences, guarantees and rights involved in the processing of personal data.

However, it is possible to circumvent the rules by stating digital products as "not for children under

13" in the terms of use.

The goal of euConsent is that the standards for age verification will benefit everyone: regulators

who can make greater demands on the websites to use age control, users for whom it should not

become a hassle, websites/services for whom it will not cost so much to protect children from age-

restricted goods, content and services online. At the same time, the positive opportunities offered

by the internet will be promoted. 

Professor Sonia Livingstone from the London School of Economics, who is part of the working group,

states: “Designing a system of child protection for the digital environment that is truly rights-

respecting is an important task, and one that many families are calling for” (7) 

And precisely when it comes to rights, according to euConsent, it is essential that companies do not

use age verification as an excuse to collect data about the child. The essence is to be able to prove

one's age online without thereby showing one's full identity, and that there must be the highest data

security and standards for third-party verification  (8).

euConsent - European standards for
age verification and parental consent
euCONSENT is an EU-funded research and development initiative bringing
together twelve partners, including academic institutions, NGOs and technology
providers, to design, deliver and test a new system for age verification and
parental consent on the internet across Europe. 
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Children have the right to participate in a digital world to the fullest extent possible.

Providers of digital services and content directed at children should have a robust, trusted

framework to deliver high quality age appropriate materials.

People with parental responsibility or guardianship of children should have confidence in the

standards and framework to enable permissive content for their children.

Adult services and content should not be available to children to access (intentionally or by

accident), and illegal content should not be tolerated.

The regulatory eco-system should encourage market solutions through a robust framework of

accreditation, certification and interoperability across the European Union.

It states that national legislators, services and regulators must be able to choose for themselves

how and where the system is to be used. In other words, it is a voluntary initiative  (9). 

The new system, which the pilot project under euConsent will build, will be used in 2022 in a three-

month pilot project of over 1500 children, adults and parents from at least three EU Member States.

Their user experiences will then be independently evaluated in order to assess further

implementation  (10). 

In December 2021, euConsent released a draft ISO standard for the age verification system, which

everyone can now read and provide feedback on (11). 

 The five underlying principles of the working group's work are:

Online child protection initiatives - 17



But how do they know it’s a child?

The spectrum within age assurance / age verification is visualized in the report: "How

do they know it's a child"? from the non-governmental, non-profit charitable

organisation, 5Rights Foundation (2021).  
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According to the report, age assurance / age verification is only about letting a service

provider know that a child is present online. The sector should not continue to pretend that

there are no children present. The argument is positive: It is not about keeping children out,

but that children get a lot of positive opportunities in the digital environment when they are

recognized as children. 5Rights writes that: “As we move to a more regulated and

responsible digital environment, considering the age of a user should simply become a price

of doing business”(12). 
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Perspectives

Age verification has been the subject of discussion for several years. Questions like: With age

verification can I then still be anonymous online? Will I then give away even more data? Are some of

the critical issues that have been raised over the last 20 years. 

An example is the UK, which has previously been introducing age verification for online porn under a

proposed law whereby all porn sites should check the age of users. A number of solutions were

proposed, including the Age Verification solution, AgeID, which was developed by the online porn

company MindGeek (which owns websites such as Pornhub, RedTube and YouPorn)  (13). In 2018, it

was dropped at the finish line, among other things, as a result of the UK's Open Rights Group, which

i.a. stated: "it leaves a number of avenues open for determined young people to circumvent age

verification systems" (14).  

Under the auspices of the euConsent project, The Age Verification Providers Association

emphasizes that age verification is not a “one-stop solution” in terms of protecting children and

young people from harmful content. Age verification, for example, cannot replace responsible

parenting or other legislation put in place to protect children. Just as age verification can have a

negative impact on children's right to privacy if it is not surrounded by standards, independent

auditing, management and technical measures that ensure this. 

The organisation 5Rights points out that the general debate about age verification for many years

has been marked by "false binary perceptions." That is, “the right to privacy” is set up as opposed to

the “right to freedom of expression” in discussions about children's online safety, without

recognizing that children and young people actually have the right to a digital environment that

respects both these rights  (15). 
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The Council of Europe is a pan-European human rights organization with 47 Member States, which in

March 2016 launched the 'Strategy for Children's Rights (2016-21)'. Within this framework, the

Committee of Ministers of the Council of Europe adopted the document two years later:

Recommendation CM / Rec (2018) 7 on “guidelines for respecting, protecting and fulfilling the rights

of the child in the digital environment”  (16). 

The document contains the world's first comprehensive guidelines for states regarding children's

rights in the digital environment. Member States are encouraged to review national laws, policies and

practices to ensure that children's rights in the digital environment are respected, protected and

fulfilled. And companies are encouraged to live up to their responsibility to respect children's rights

in the digital environment and to work with relevant government stakeholders, civil society

organizations and children, taking into account relevant international and European standards and

guidelines.  

To make the implementation of these documents easier for politicians, companies and others, a

number of experts in online child protection have partnered with  The Secretariat of the Council of

Europe's Department of the Rights of the Child formulated them in a user-friendly and practical

handbook (17), which, according to the preface: “fosters a balanced view and approach in making

political or strategic decisions in respect of the home, school or in the public sphere.”

 

Perspectives

The handbook is not legally binding. This means that neither state actors nor companies need to live

up to the recommendations if they want to follow the law.

Handbook for decision-makers on the
rights of the child in the digital
environment
This initiative is a handbook funded by the Council of Europe, which aims to
provide policy makers and other stakeholders with the necessary knowledge to
be able to fulfill children's rights in the digital environment.
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As more people take part in the positive professional and recreational uses of the internet, some

people may develop problematic use of the internet. Problematic Internet Usage (PIU) is a term that

encompasses a wide range of repetitive disabling behaviours characterized by coercion and

addiction, including, but not limited to, online gaming, compulsive sexual behaviour/online

pornography, internet-related shopping or shopping disorders, internet-related gaming disorders,

cyberbullying and cyberchondria, use of social media / networking forums etc. Researchers have

begun to regard certain forms of PIU as a serious and disabling form of behavioural addiction

according to the handbook (18): ‘Learning to deal with Problematic Usage of the Internet’. Its

purpose is to: "provide an easily accessible guide for the public, patients, caregivers, family

members, and health care professionals presenting a state of the art overview of PUI”. 

The handbook is funded by the EU Horizon 2020 framework and is part of a larger project, which

started in 2017 and aims to promote the understanding of Problematic Internet Use from a bio-

psycho-social perspective - including clarifying the neurological components and develop effective

interventions. Since 2017, the network has invited experts across a professional spectrum of

animal and human neuroscience, genetics, clinicians and the biotechnology- and information

technology industry to join forces with policy makers, healthcare planners, patients and carers in an

integrated four-year work plan, designed to: 

1. share knowledge, exchange ideas and best practices to create joint scientific and technological

programs; 

2. remedy shortcomings in education and build research capacity; 

3. strengthen science and technology communication;

4. promote the integration of less research-intensive countries; 

5). promote new interdisciplinary, translational approaches to tackle problematic internet use. 

European Network for Problematic
Internet Usage
This initiative is a research and information project that is about educating the
entire public to understand the concept of 'Problematic Internet Use (PIU) and
the impact on the health and well-being of European citizens.
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According to the researchers, PIU only affects a minority of the people who routinely use the

Internet. However, people affected by PIU, and their family members, are often unaware of the signs

and symptoms. They do not know who to turn to for help, just as they often do not know if it is a

condition that can be treated and / or how to deal with it. Therefore, the researchers write, national

health authorities around the world are concerned about the health and societal costs that PIU may

entail. 

Perspectives

 In the EU's focus on the concept of PIU, there is a recognition that problematic internet behavior is

an essential concept both in terms of preventing and providing the necessary help for both parents

and children. The initiative does not have a clear focus on children, but on all age groups.

Furthermore, PIU is an umbrella term for a range of disorders related to, for example, cyberbullying,

cyberchondria (a person's excessive or repeated online search for medical information, driven by a

need to alleviate anxiety or concern about their health, which ultimately results in exacerbation of

such symptoms and behaviors), cyberporn addiction, internet-related gaming disorder etc. The latter

is an internationally recognized diagnosis. Partly in the American diagnostic system DSM-5 and now

also in the WHO's ICD-11 (the diagnostic system we use in Denmark), which has been adopted and

implemented from January 2022. The gaming industry and some media researchers, including from

the Oxford Internet Institute, are critical of gaming disorder, which they do not believe there is

enough evidence for, while globally leading healthcare organizations on the other hand believe there

is sufficient evidence for the diagnosis. 
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Germany



That some content may be illegal for children but legal for adults is set out in a broad law that all

states in Germany agree on: The Jugendmedienschutz-Staatsvertrag (German Interstate Treaty on

the Protection of Minors in the Media), JMStV. JMStV is one the most important elements in a

German “fine-knit mesh of legal provisions for child protection in the media” The legislature “uses a

sophisticated system of requirements and prohibitions in response to the challenge of reconciling

with each other certain values fundamental to an enlightened society – including freedom of

expression and information, the prohibition of censorship, the rights and duties of parents as

regards their children’s upbringing and the protection of children and adolescents – in as liberal a

manner as possible” (19).

In JMStV, a distinction is made between three different content categories: 

1) Content that is illegal for everyone.

2) Content that is illegal for minors - but which is legal for adults.

3) Content with a detrimental effect on children's development.

1) Illegal content

Illegal content for all must not be disseminated at all by providers - not even to adults. For the most

part this content is already prohibited under the German Criminal Code (StGB). This could be, for

example, propaganda instruments / symbols of organisations prohibited under the German

Constitution, content that incites the people, denial or trivilisation of National Socialist Crimes, The

depiction of minors in unnatural sexually suggestive getures, CSAM, juvenile pornography, violent

pornography and animal pornography, material about the sexual abuse of children or the glorification

of violence etc. 

2) Content illegal for children - but legal for adults 

Content that is pornographic in other respects or poses a serious threat to development, e.g. so-

called "pro-ana" and "pro-mia" content that deals with eating disorders or contains content that has

been indexed by the German Federal Audit Committee as harmful to minors. It can be other forms of

self-harm or trivialization of drug use. Any provider offering such content should ensure that it is

accessible only to adults (closed user group). This can be done be means of an age verification

system.

German media law stipulates that
some content is illegal for children 
 Germany has legislation which stipulates that some content is illegal for children
and therefore may only be shared in closed user groups among adults. This
applies, for example, self-harm, trivialization of drug use and online porn.

Online child protection initiatives - 26

https://www.fsm.de/en/node/167


3) Content that impairs development

Content that has a detrimental effect on children's development or poses a threat to development

generally refers to content that may have a negative impact on children's and young people's

personal development. Such content has the potential to hinder, disrupt or impede the development

of  Children and young people left from responsible, self-determined people who can freely realize

their potential within society. 

When classifying content: “particular weight is given to the extent to which the content may have a

disorienting effect upon children and adolescents from various age groups in terms of sexual or

social ethics, encourage them to develop positive attitudes towards violence or frighten them

excessively. Any provider wishing to disseminate such content on the Internet must ensure that

children and adolescents of the affected age bracket(s) would not normally see or hear it” (20).

This means that any provider offering such content must ensure that it is accessible only to adults

(in a closed user group). This can be done using age verification systems, which are intended to

ensure that children in Germany (0-13 years old) and young people (14 to 18 years old) do not

normally see the content. 

When the JMStV Act stipulates that some content may only be shared in closed user groups, online

content providers may make use of age verification, which has already been approved by the

Commission for Youth Media Protection, KJM (22) (see next section). KJM is the central supervisory

body for the protection of minors in radio and television media. Their task is to ensure compliance

with the above provisions on the protection of minors, which are enshrined in e.g. JMStV. This means

that KJM has a mandate to hold those actors legally liable who do not comply with the law. KJM

states to have arm's length to the German state and was established in 2003. One of the aims was

to connect the various institutions involved in the protection of minors. The KJM is a pluralistic body

whose members are not bound by any instructions in the exercise of their activities (23). 
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Case example: KJM against porn providers outside Germany

On June 5, 2020, KJM announced on their website that they found violations of the

provisions of JMStV (on the use of closed user groups) at three online porn providers.

Against this background, KJM decided to send a complaint to the providers of the

content with an order to ban the distribution of the content in the current way. According

to the journalistic media Wired (24), the three sites were YouPorn, Pornhub and

MyDirtyHobby, all owned by the company, MindGeek, a company registered in Cyprus. In a

press release from KJM it said: “Specifically, all three offerings make pornographic

content freely available without ensuring that children and young people do not have

access to it. With its decision, the KJM issues a complaint against the providers and

prohibits the distribution of the offerings in the present form. According to the Interstate

Treaty on the Protection of Minors in the Media (JMStV), pornographic content on the

Internet may only be distributed within a closed user group for adults that can be

established by means of upstream age verification systems. While providers based in

Germany generally comply with these legal obligations, it is generally more difficult for

providers based abroad to enforce the law” (25) (own translation). 

Chairman of KJM, Dr. Marc Jan Eumann found that German law must also be complied

with by actors based in other countries: “(...) It is unacceptable that providers with such

an enormous reach, specifically aimed at German audiences, ignore German law despite

the obvious risk to children and young people” (26) (own translation). 

In July 2021, KJM (27) published another case in which they ordered the blocking of a

website with online porn also on the basis of violations of JMStV (...). The website is: “a

popular German-language website that, in numerous user profiles, makes pornographic

content, which is obviously seriously harmful to young people and people with

developmental disabilities, freely accessible, without access being restricted to such an

extent that only adults can access it. According to journalistic media, the company is the

porn website xHamster, the world's 24th most visited website (28). 

KJM issued a complaint to xHamster banning them from distributing porn in the current

way. The provider was informed that it was possible to fulfill its obligations under JMStV

by setting up a closed user group and preventing access for children and young people.

However, as KJM failed to persuade the provider to adapt its service to German law, KJM

now makes the host provider responsible. This means that a blocking order must be

issued to Germany's largest web providers (e.g. Vodafone, Deutsche Telekom), which

must block the site for people trying to access from Germany (29). 
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Dr. Marc Jan Eumann, chairman of KJM, stated in this connection that: “It is

incomprehensible that there are providers of pornographic content who do not seem to

care about the protection of children and young people online. KJM does not accept this.

It will act with intent and by all legal means against the fact that content dangerous to

the Internet on the Internet is freely available to children and young people without age

confirmation. This also means that we oblige host providers (ie German providers re.) To

block foreign providers in Germany who violate the youth media protection agreement. I

am sure this will have an effect beyond the current individual case." 

On December 1, 2021, Der Spiegel reported that “It could soon become much more

difficult for users in Germany to access pornographic videos. The Düsseldorf

Administrative Court has ruled that German youth protection authorities can have three

foreign websites blocked by German Internet providers if they do not comply with

German laws.' (30) (own translation). 

But the porn sites get one last chance to retrofit appropriate age control systems

anyway. Der Spiegel pointed out that " in the case, however, the judges make it clear that

the porn portals must comply with German law, even if they are domiciled abroad." 

Perspectives

The founder of the "adult site" Lustery and curator of the Berlin porn festival, Paulita Pappel,

criticizes Germany's efforts to " resemble China's censorship ", to " put the porn industry's

reputation several decades back ", and she is afraid that the focus on age verification will be a

problem for my companies without the resources to implement them” (31). Furthermore, “age

verification enforcement will still allow children to access online porn sites via VPN or Tor” (32).

KJM points out that they do not expect age verification to prevent all persons under the age of 18

from accessing online pornography (33). But that it will create friction on the access and make it

more cumbersome. 

They write that there is a tendency for porn sites to be geographically based in areas that do not

hinder their business. That it therefore becomes challenging to enforce national legislation regarding

children and providers of online porn when they are located outside a country's jurisdiction. For the

basic discussion regarding age verification: see page 20. 
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Germany has its own criteria (34) for evaluating concepts for age verification. KJM stands for these

criteria. The purpose is to make it easier for service providers to comply with the law of sharing adult

content only in closed adult user groups. The companies that provide digital services can also ask

KJM for interviews or specific on-site audits. According to KJM, KJM's procedure for assessing and

evaluating concepts for age verification serves to improve the protection of minors on the Internet

and is at the same time a service for providers. However, it is always up to the content provider and

not KJM to ensure that their internet offer is in accordance with the law. At present, there are more

than 80 approved systems for the protection of children and young people in Germany (35).

Perspectives

It can be a help for companies that the state points to and blue-stamp solutions for age verification

and lays out criteria for what is expected of the companies. However, it may create challenges for

companies if other criteria apply in other countries, which is the starting point for the work in the

euConsent initiative described on page 16.  

 

Germany has national criteria for
evaluating age verification
Because the JMStV Act (see previous section) does not contain a procedure for
recognizing closed user groups or age verification systems, KJM has developed a
procedure for assessing and evaluating concepts for age verification, which
should make it easier for companies to comply with the legislation. 
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France



On 20 April 2020, new French legislation (36) came into force, which means that child influencers are

protected by French labor law in the same way as child models and child actors. For example, the law

limits the number of hours children can work, and it asks platforms (such as YouTube, etc.) to inform

children's influences about the risks associated with children's behavior in online videos (37). The

law protects the children from commercial agents as well as parents, who in some cases profit from

their children. 

The rules apply to situations where the child is in an employment relationship - if the child e.g.

receives orders or instructions from a video producer. The new legislation will require parents to

obtain permission from the authorities in advance before their child can participate in online

activities equivalent to an employment relationship. As part of the approval process, the child's

parents will receive information about their child's rights and the possible consequences of

publishing pictures of their child on the internet. The rules also apply if the child is in a so-called "grey

zone". That is, if the child is not in an employment relationship but still spends a significant amount of

time making videos or earning a significant income from them. 

The law means that only part of the child's income is paid to the parents, while the rest must be

placed in a special savings account, which the child will be able to access when he or she grows up or

comes of age. The law also gives the minor the opportunity to assert his "right to be forgotten":

Video platforms will be required to remove the child's videos at the child's direct request - even

without parental consent (38).

Perspectives

Priya Kumar, Ph.D. students at the University of Maryland's College of Information Studies, criticizes

the French law (39): “the law looks sensible from a work point of view. But by describing children's

online activities as inherently risky, the law reflects a deeper concern for children's place on the

Internet and ignores how social media is embedded in the family and other close relationships” (own

translation). She thus believes that the law poses a risk of unnecessary problematization. Kumar

further points out that social media do not risk sanctions because legislators cannot penalize these

media platforms for showing videos of children who do not have the required work permit because

that content (child influencer videos) is not illegal content. 

In France, child influencers are included
as part of labor law 
This initiative is legislation that aims to ensure proper conditions for children who
act as commercial influencers on social media.
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Kumar believes that: “Regulating the hours children spend on this work and ensuring the money they

earn goes to them makes sense. But at what point does a child become an influencer? The new

French law is vague on this. It says the legal protections kick in when the number or duration of

videos a child appears in exceed a certain threshold or when the money they earn exceeds a certain

threshold. The law, however, does not specify these thresholds; it assigns that responsibility to the

Conseil d’État, a governmental body that advises the executive branch”.
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In France, most parents say they are in favor of parental control tools, but only a few use them. Now

a new bill must ensure that equipment or services that provide access to the Internet are subject to

stricter obligations so that it becomes more systematic, simple and user-friendly for parents to use

these devices. 

Following a fast-track legislative process in the French National Assembly and Senate, President

Macron of France signed into law (40) a new piece of legislation designed to reinforce parental

controls over minors’ access to the Internet.  

The Law will apply primarily to manufacturers of devices that enable minors to access online

services and content “likely to harm [their] physical, mental or moral development” (e.g., computers,

smart phones, and tablets (41). It requires manufacturers of devices sold with an operating system

to provide a pre-installed parental control system which can be activated by parents or guardians

upon first use at no additional cost.

In addition to the requirements above, the Law explicitly prohibits the use of personal data of minors

collected or generated by the parental control system for commercial purposes, such as direct

marketing, profiling or targeted behavioral advertising. This prohibition will remain in effect even

after the minor reaches the age of majority.

The Law further specifies that the French Government will, after consulting with France’s Council of

State and Supervisory Authority (“CNIL”), issue a decree to clarify how certain aspects of the Law

are to be implemented in practice and when.

This Law is part of France’s broader efforts to better protect minors from inappropriate contents

online. This is an important topic in France with French regulators taking action on the basis of

existing legal provisions (e.g., Article 227-24 of the French Criminal Code, which makes it an offence

to have a pornographic message seen or perceived by a minor). 

Bills and information platform to
promote parental control in France
New French bill from March 2022 aims to ensure that it becomes more
systematic, simple and user-friendly for parents to use control devices on their
children's devices in order to help protect them online.
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By way of illustration, France’s Regulatory authority for audiovisual and digital communication

(“Arcom”) reportedly announced in March 2022 that it has taken legal action to demand the blocking

of five pornographic sites, after these sites failed to comply with the Arcom’s order to prevent

minors from accessing their content (42).

Leading up to the bill MP, Bruno Studer, who is one of the actors behind the bill, has stated that it will

be a prior "installation" of the parental control system and not prior "activation" of the parental

control tool, which allegedly aimed to prevent the EU from reject the French initiative with reference

to competition law, in particular with regard to the forthcoming Digital Markets Act (DMA) (43). 

Perspectives

One possible obstacle to the bill, wrote the media Euractiv (43) before it became law, is the risk of

fragmentation of the European internal market, because if the bill is adopted, it will create a new

standard for the French market that European producers will have to apply. However, according to

MP Bruno Studer, the text is in conflict with the texts that form the framework for the integrity of

the European single market and in particular the directive governing the marketing of radioelectric

equipment, as it allows Member States to make additional demands on producers when health and

safety are at stake. According to Studer, however, a tool such as parental control can help maintain

"our children's physical and psychological integrity."

The bill is also welcomed by the organization e-Enfance, which fights cyber-violence among children

and has worked on the launch of the state platform "I protect my child", but operations manager,

Samuel Comblez, points out that parental control is a magic tool that can replace parental vigilance.
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Norway



The report Photophop, fillers and fake glossy photos? A study among young people about gender,

body and marketing in social media (44) published by Consumption Research Norway (SIFO) in 2019

shows that young people noticestereotypical representations in online marketing and believe that it

contributes to body pressure among young people. They want more variety and diversity in the

advertising they see, and support ongoing policy processes around the labelling of retouched

advertising and stricter rules for the marketing of cosmetic surgery (45). On the basis of these

findings an amendment to the Marketing Act in Norway were adopted by a majority in the Norwegian

Parliament at the beginning of  June 2021, which requires that everyone who shares sponsored

postings on e.g. Instagram, Snapchat, TikTok or Facebook, must "mark" the postings if they have

been manipulated. The obligation to mark applies to sponsored ad postings where body shape, body

size or skin has been changed by retouching or other editing such as a filter.

Perspectives

Norway is not the only country that has rattled its sabers regarding filters and image manipulation

among commercial influencers. In the UK, the Advertising Standards Authority announced in March

2021 that filters should not be used on “social media if they exaggerate the effect of the product. In

this context, an influencer pointed out that filters are almost ubiquitous and an integral part of the

commercial online ecosystem, because brands already use make-up and special effects in their

basic marketing materials: "When we are talking about filters, are we talking about lighting, special

effects, make-up before promoting a product... in that way most pictures on social media will be

naturally filtered... you have already glorified the product in such a way before it is reaching the

audience”(46).

In Norway, an online influencer was critical of the Norwegian initiative: "Mental health problems are

caused by so much more than an edited image and a tag on the advertiser's images will not change

how young girls and boys really feel, in my opinion" (47). Claire Pescott, a researcher at the University

of South Wales, has researched teens' behaviors on social media, and she observes a gender

difference when it comes to filters: Young girls primarily see filters as a tool for beautification. The

girls aged 10 and 11 said things like: "I put this filter on because I have flawless skin. It removes my

scars and stains. " This has led Pescott to conclude: "I do not think it's just filtering your actual

image, it's filtering your whole life" (48).

National legislation against
manipulation of influencer photos
This initiative is an amendment to the Norwegian Marketing Act, which means that
online influencers must label postings that have been image manipulated with
e.g. filters. It was adopted in the summer of 2021 as an attempt to alleviate
children and young people's experience of "body pressure".
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The Children's Ombudsman is Inga Bejer Engh. In 2018 she was appointed for a period of six years.

Inga Bejer Engh has been a judge, police attorney, public prosecutor and was a prosecutor in the trial

on July 22 (the massacre on Utøya). Approximately 20 employees advise the ombud on participation,

school, child welfare, divorce, bullying and other topics that are important to children. The

Ombudsman’s overall task is to promote children's interests in society and to monitor the

development of children's conditions of upbringing, and in particular to monitor that children's

interests are taken care of in legislation and that Norway complies with the UN Convention on the

Rights of the Child (49).

One of the four focus areas for 2019-2021 was 'Safe digital everyday life for children and young

people': "I am concerned that children should have access to and be able to use digital media, they 

should be protected from digital bullying, exploitation and abuse and they should have the

opportunity to participate. The authorities cannot choose whether to fulfill the rights of children and

young people in a digital environment. I believe it is necessary with an increased effort for children's

rights to be fulfilled, also in the digital environment" (50) (own translation), writes Inga Bejer Engh in

the preface to a report written by the expert group for tech. 

In January 2021, the Children's Ombudsman expressed that there should be a clear lead in the work

for a safer digital everyday life for children and young people. One department should be responsible

for coordinating the work that was done in the various departments - and for following up on the

work. “ In the discussion about who should be responsible, it is important to remember that this

applies to all parts of children's upbringing. Children do not distinguish between the digital and what

happens "in the real world." This is about much more than media policy” (51).

In February 2021, the Norwegian government announced that the Minister of Children and Family

Affairs was given the responsibility to coordinate the work with a secure digital everyday life for

children and young people. A national strategy was also to be drawn up, which the Ombudsman for

Children recommended should cover several subject areas, which are in the portfolio of the Ministry

of Health and Care; Ministry of Barefoot and Family Affairs; Ministry of Education; Ministry of Culture;

Ministry of Justice and Emergency Management and Ministry of Local Government and

Modernization. 

The Norwegian Children's
Ombudsman works for coherent
efforts 
Norway has a Children's Ombudsman, who pays special attention to children and
digitization. The Children's Ombudsman has, among other things, worked for a
comprehensive analysis in Norway mapping who works with what in relation to
online protection of children so that a more coherent effort could be created
across ministries and resort areas. 
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In the autumn of 2021, Children's Ombudsman Inga Bejer Engh wrote about the strategy: “I expect

the government to have great ambitions for its work. It is not enough to have a collection of

measures already adopted. We must see a clear direction and new proposals” (52) (own translation).

Perspectives

In the Danish context, questions have previously been asked as to whether there is a need for an

actual Child Ombudsman, if you already have a function (with another name) that is similar? E.g. In

2012, a Children's Office was established in Denmark with the Ombudsman in Denmark (53). The

difference between this Ombudsman's Children's Office and an actual Children's Ombudsman was

subsequently discussed, among other things by the Parliamentary Ombudsman Jørgen Steen

Sørensen (54). When establishing councils, agencies and other advisory or protective bodies, it is

also important to remember that they have no more muscle or impact than the mandate and

resources they are granted.
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The Internet of Toy (2016) – this report documents how Barbie dolls and other toys that are

connected to the Internet are not safe for children. And that online child protection is not built

into the adopted legislation either. 

In October 2021, the two Norwegian watchdogs, the Norwegian Children's Ombudsman and the

Norwegian Consumer Council, joined forces in a letter to the Labor Party and the Center Party,

concluding that: “Children and young people are too poorly protected against commercial

exploitation in digital media. The current rules are far too weak”, which is why they asked the new

government to strengthen digital consumer protection for children and young people: “Strong

commercial players market to kids while they are talking to their friends on Snapchat, watching

videos on TikTok and playing Fortnite. Digital media is used to reach a vulnerable group of consumers

with tailor-made marketing, while the authorities are on the sidelines,” stated Consumer Director

Inger Lise Blyverke (55). This is an example of how the Norwegian Consumer Council acts as a

watchdog, while at the same time it is almost fully funded by the state. 

For the Norwegian Consumer Council states to be politically independent of the overall ministry

(Ministry of Children and Families) with special powers, its own board and its own statutes

determined by royal decree. But at the same time, the Norwegian Consumer Council receives an

annual basic grant from the Norwegian state of 78.3 million Norwegian kroner and 27.2 million

Norwegian kroner to operate market portals. In total, it is approx. 100 million Norwegian kroner and

corresponds to approx. 80 million Danish kroner. The Norwegian Consumer Council is thus almost

100 percent financed by the Norwegian state. In comparison, the Danish Consumer Council receives

17.5 million in basic grants from the state (56), and the Danish Consumer Council therefore solves

its tasks through paying members. The Norwegian Consumer Council thus has the advantage that

they do not have to use force to compete with other organizations for external project financing. 

 And they have written a large number of reports that have been a driver for change:

The State-funded Consumer
Council is also a digital 
The task of the Norwegian Consumer Council is to help consumers and influence
authorities and the business community in a consumer-friendly direction -
especially with a focus on digitization and children. The council is state funded,
but at the same time describes itself as an independent interest organization.
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In 2020, the Norwegian Consumer Council published the report, OUT OF CONTROL - How

consumers are exploited by the online advertising industry (57), which documents that the

online advertising industry is behind extensive and systematic violations of the Data Protection

Act. The report specifically examines 10 popular apps for Android phones, and the technical

studies shows that i.a. the online game for kids, My Talking Tom 2, which at the time had

1,000,000.00 downloads in Google Play, shares user data with major platforms like Facebook,

Google, Snapchat and many other companies such as ad tech companies. Based on this report,

several countries chose to proceed to their respective Data Protection. 

 In 2021, the Norwegian Consumer Council complained about the service Amazon Prime for

violating the Marketing Act when using dark patterns (tricks used on websites and in apps, to

make us do things we did not want, such as buying or signing up for something). Research shows,

for example, that dark patterns in, for example, online games have a negative effect on children.

The Norwegian Consumer Council believes that Amazon is acting in violation of EU law because

they allegedly use "dark patterns" - including deliberately confusing users. Their study (58)

showed that consumers had to scroll through six pages and make several complicated choices

to cancel a subscription. 

 In 2021, the Norwegian Consumer Council took the initiative to establish a broad international

coalition with the aim of regulating Big Tech through a ban on surveillance-based advertising.

There are more than 120 signatories to the proposal (59). 

The accompanying report: 'Time to ban surveillance-based advertisement - the case against

commercial surveillance online' from 2021 (60) documents that a majority of consumers do not

want to be tracked online while at the same time it is virtually impossible to avoid being tracked,

profiled and targeted when online (61). The report further concludes that the current

surveillance-based advertising model, which i.a. social media is grounded in, promotes “systemic

manipulation and discrimination, as well as posing serious risks to national security, financing

misinformation and fraud, while undermining competition and removing revenue from content

creators. This harms consumers and businesses and can undermine the cornerstone of

democracy” (62). The report argues that the rapid emergence of surveillance-based marketing

has contributed to attempts at manipulation of individuals and groups to an unprecedented

extent.

Perspectives

One could argue that a council funded by the state does not have sufficient impartiality and arms

length to act as a watchdog against the state and companies. Conversely, one can say that at a time

when the tech giants in e.g. EU is compared to states and - often in secret - posts large sums in so-

called “independent organizations” (such as NGOs, think tanks and academic institutions) (63) it can

be difficult to see who are legitimate watch dogs? But also: who is willing to fund major critical

investigations, complaints and lawsuits, if the state is not willing to fund under arm’s length? The

question is: who has the interest in financing a critique in which there is no immediate economy? 
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UK



"We have identified that currently, some of the biggest risks come from social-media platforms,

video and music streaming sites and video platforms," Stephen Bonner, ICO’s Executive Director of

Regulatory Futures and Innovation, wrote in a blog post (64): “In these sectors, children’s personal

data is being used and shared, to bombard them with content and personalised service features.

This may include inappropriate adverts; unsolicited messages and friend requests; and privacy-

eroding nudges urging children to stay online. We’re concerned with a number of harms that could be

created as a consequence of this data use, which are physical, emotional and psychological and

financial.”

According to ICO the Age Appropriate Design Code must be part of the solution to this. 

The code consists of 15 statutory standards for how the GDPR should be applied in connection with

children using digital services (apps, games, Internet-connected toys and other devices, news

services, etc.). It entered into force in the UK on 2 September 2020 with a transition period of 12

months. Companies have thus had to live up to the new code since 2 September 2021. The Code has

been prepared by the Information Commissioners Office (ICO). 

Back in 2018 in connection with the GDPR, ICO was required to prepare four codes of conduct,

including one about Age-appropriate design (65), which addresses the fact that: “data is at the core

of the digital services children use every day. From the moment a young person opens an app, plays a

game or loads a website, data begins to be collected. Who uses the service? How do they use it?

How often? From where? On which device? This information can then inform techniques used to

persuade young people to spend more time using services, to shape the content they are

encouraged to engage in, and to tailor the advertisements they see. For all the benefits that the

digital economy can offer children, we are not currently creating a safe place for them to learn,

explore and play” (66).

The Age Appropriate Design Code is not a new law as such, but a statutory code that sets standards

and explains how the GDPR law applies to children. More specifically, the Code applies to services

that children are likely to have access to. This wording is important because it means companies can

not abdicate responsibility by writing that ‘their service is not aimed at children’. ICO writes: "If

children are likely to access your service, even if they are not your target audience or user, then you

need to consider the Children's code" (67). 

The Age Appropriate Design Code

The ‘Age Appropriate Design Code' initiative from the UK has been developed to
create clarity among companies and organizations on how to use children's data
in accordance with the law and to protect children from online risks. The Code
applies to sites, apps and other online services that children are likely to access.
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Best interests of the child: The best interests of the child should be a primary consideration

when you design and develop online services likely to be accessed by a child.

Data protection impact assessments: Undertake a DPIA to assess and mitigate risks to the

rights and freedoms of children who are likely to access your service, which arise from your data

processing. Take into account differing ages, capacities and development needs and ensure

that your DPIA builds in compliance with this code.

Age appropriate application: Take a risk-based approach to recognising the age of individual

users and ensure you effectively apply the standards in this code to child users. Either establish

age with a level of certainty that is appropriate to the risks to the rights and freedoms of

children that arise from your data processing, or apply the standards in this code to all your users

instead.

Transparency: The privacy information you provide to users, and other published terms, policies

and community standards, must be concise, prominent and in clear language suited to the age of

the child. Provide additional specific ‘bite-sized’ explanations about how you use personal data at

the point that use is activated.

In practice, this means that most apps; programs; search engines; social media platforms; online

messaging or Internet-based voice telephone services; online marketplaces; content streaming

services (e.g. video, music or game services); online games; news or educational sites and all sites

offering other goods or services to users via the Internet are covered by the Code. The same applies

to electronic services for controlling connected toys and other connected devices.

It is worth noting that the Code applies to companies established in the United Kingdom but also to

companies outside the United Kingdom that process personal data concerning children in the UK

(68).

ICO is responsible for monitoring whether companies and others comply with the code. ICO must

monitor compliance with the Code through proactive audits, address complaints and take

appropriate action to enforce the underlying data protection standards, subject to applicable law

and in accordance with our regulatory policy. The ICO further points out that, in order to ensure

proportionate and effective regulation, they will target their powers and focus on organizations and

individuals suspected of repeated or intentional misconduct or serious non-compliance (69).

The fifteen standards are (70):

The basis of the code is not to try to protect children from the digital world, but to protect them

within the digital environment through 15 flexible standards that “provides built-in protection to

allow children to explore, learn and play online by ensuring that the best interests of the child are the

primary consideration when designing and developing online services” (71). The Code is enshrined in

the United Nations Convention on the Rights of the Child (UNCRC), and the fifteen standards follow

below as written on ICO’s website (72) where they are describes in more detail.
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Detrimental use of data: Do not use children’s personal data in ways that have been shown to be

detrimental to their wellbeing, or that go against industry codes of practice, other regulatory

provisions or Government advice.

Policies and community standards: Uphold your own published terms, policies and community

standards (including but not limited to privacy policies, age restriction, behaviour rules and

content policies).

Default settings: Settings must be ‘high privacy’ by default (unless you can demonstrate a

compelling reason for a different default setting, taking account of the best interests of the

child).

Data minimisation: Collect and retain only the minimum amount of personal data you need to

provide the elements of your service in which a child is actively and knowingly engaged. Give

children separate choices over which elements they wish to activate.

Data sharing: Do not disclose children’s data unless you can demonstrate a compelling reason to

do so, taking account of the best interests of the child.

Geolocation: Switch geolocation options off by default (unless you can demonstrate a

compelling reason for geolocation to be switched on by default, taking account of the best

interests of the child). Provide an obvious sign for children when location tracking is active.

Options which make a child’s location visible to others must default back to ‘off’ at the end of

each session.

Parental controls: If you provide parental controls, give the child age appropriate information

about this. If your online service allows a parent or carer to monitor their child’s online activity or

track their location, provide an obvious sign to the child when they are being monitored.

Profiling: Switch options which use profiling ‘off’ by default (unless you can demonstrate a

compelling reason for profiling to be on by default, taking account of the best interests of the

child). Only allow profiling if you have appropriate measures in place to protect the child from any

harmful effects (in particular, being fed content that is detrimental to their health or wellbeing).

Nudge techniques: Do not use nudge techniques to lead or encourage children to provide

unnecessary personal data or weaken or turn off their privacy protections.

Connected toys and devices: If you provide a connected toy or device ensure you include

effective tools to enable conformance to this code.

Online tools: Provide prominent and accessible tools to help children exercise their data

protection rights and report concerns.
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Perspectives

The Age Appropriate Design Code was criticised in the consultation (2019) by, among others, IAB UK,

the trade association for digital advertising. The criticism was that it could do significant damage to

advertising-funded internet content and services. Another concern of the IAB UK was that the scope

and ambiguity of the Code would risk leaving it open to interpretation. That the proposed approach -

that it should apply to any website or service that is "likely" to be visited by children - is too broad,

covering all online content, whether targeted at children or not. But according to the ICO and others

this is part of the essence of the proposal: "We don't want to build a walled garden. The goal of our

work is that children can be protected within [the internet], not from it."

When children under the age of 16 sign up for Instagram, their accounts are

automatically made private, which means that their posts will only be visible to

people they allow to follow them (in some countries, the age will be 18). 

 Instagram also announced steps to prevent what they call "unwanted adult contact."

That is, adults who, although they do not break Instagram's rules, have shown

"potentially suspicious behavior" - e.g. if they have been blocked or reported by young

people - will have limited ability to interact with and follow teenagers.

Meta (owns Instagram) changed the rules for advertisers on Instagram as well as on

their Messenger app: Individuals below the age of 18 will solely be targeted with ads

based on age, gender and location - but not other information that the company

tracks e.g. the users' interests or habits in its own apps or other apps that share data

with Meta.

Newly created accounts also block some adults from interacting with teens on

Instagram. 

According to Stephen Bonner from ICO the code began to have far-reaching effect in the

weeks leading up to its entry into force. TikTok, Instagram, Google, Youtube and other

tech actors announced a number of design changes, all of which were intended to protect

children. Only Google has publicly stated that their announcements are in fact a reaction

to new legislation - but several media outlets and experts point out that this also applies

to the others (73).

On July 27, 2021, Instagram introduced a number of new security settings for young

users (74): 
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Safer search: Google already offers SafeSearch, which filters offensive and sexual

content to make it safer to search the web for information - this feature has been

standard for users under the age of 13. In future, they claimed, this will be extended

to also apply to users up to 18 years of age. 

Remove images in the search engine: In the coming weeks, they proclaimed, a

completely new policy will be introduced that gives everyone under the age of 18 (or

their parents / guardians) the opportunity to ask to have their pictures removed from

the search results. A protection against i.a. bullying.

 Secure upload to YouTube: YouTube is designed for ages 13 and up. According to

Google individuals between 13-17 years will in future have privacy as a default, so

that their uploaded videos can only be seen by themselves and those they actively

choose. 

Autoplay is turned off for young people: For the 13-17-year-olds, autoplay will in

future be switched off by default, Google announced. At the same time, these

teenagers will be reminded to take a break, for example at bedtime.

Location history: Location history is today turned off by default for all users, Google

wrote, while everyone can turn it on if they wish. In future, this option will be

completely closed to users under 18 years of age. However, parents still have the

opportunity to see where their children are through the Android Family Link.

Advertising: Advertisers can no longer target ads based on age, gender, and interests

to children under 18 years of age, Google said. Google also prevents the display of

age-specific ad categories for teens. 

Google Play: Google Play will feature a new secure section where parents only find

apps that are rated as family friendly. Among other things, developers must explain

how their apps collect and use data, so that parents can easily assess what they give

permission for before downloading the individual apps.

 The company will no longer send push notifications after 9pm to users between the

ages of 13 and 15. For 16-year-olds and 17-year-olds, notifications will not be sent

after 10pm to "especially help our younger teens develop positive digital habits

early."

People between the ages of 16 and 17 will have "direct messages" disabled by

default, while people under the age of 16 will still not have access to them at all. 

All users under the age of 16 are asked to choose who can watch their videos the

first time they broadcast them so that they do not inadvertently broadcast to a wider

audience than intended.

Very shortly after this, Google announced initiatives (75) for online protection of children

- including i.a. 

Two days after Google's announcement, the Chinese media platform TikTok also made

announcements (76) including that:
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Australia



"To coordinate the activities of Commonwealth Departments, Authorities and Agencies relating

to online child safety (…) 

To support, encourage, conduct and evaluate research about online safety for Australians and

(…) 

to publish (either on the Internet or otherwise) reports and papers relating to online safety for

Australians, and (…) 

to submit reports on online security to Australians and (…)

to give the Minister reports about online safety for Australians (…)

to monitor compliance with this Act, and (…) 

to promote compliance with this Act, and (…) to formulate in writing guidelines or declarations

recommending best practices for persons and bodies involved in online security for Australians

(…)"

In the Australian Enhancing Online Safety Act (77) of 2015, the functions of the world's first eSafety

Commissioner were primarily set out in section 15 of the Act. Initially, these functions concerned the

improvement of online safety for Australian children, and outlined over 20 tasks (78) or functions to

be performed by the eSafety Commissioner – including: 

In 2017, the law was amended and the Commissioner's area of responsibility extended to include,

promote and improve online safety for all Australians (not just children) (79). The Commissioner now

also has powers and duties under other laws.  

The world's first eSafety commissioner 
The establishment of an eSafety Commissioner is an Australian initiative from
2015. The intention was to meet the need to protect children online against e.g.
cyberbullying, image sharing and other things that can pose risks or harm online.
Since then, the mandate has grown.
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The Australian eSafety Commissioner is the world's first government agency whose sole role is to

ensure that citizens are more secure online (80) and today describes itself as a “national and

independent online security regulator tasked with leading and coordinate online security efforts

across government, industry and society. "The Commissioner is currently Julie Inman Grant who

previously had a career in the tech sector as Director of Public Policy for Twitter in Australia and

Southeast Asia and as Microsoft's Director of Privacy and Internet Security (81). Overall, the

eSafety Commissioner has a leading and coordinating role in relation to the efforts of public

authorities, business and non-profit organizations for online security throughout Australia. eSafety

thus spans a wide range from teaching students and educators of all ages, to collaborating with

industry and developing industry codes and industry standards for Safety By Design (see page 59 )

and law enforcement (see next section). 

Perspectives

The criticism of the eSafety Commissioner has primarily been about the increased powers and

mandate she has been given, cf. the new Online Safety Act, which passed in July 2021 and entered

into force in January 2022. For more information see 'perspectives' in the next section. 

Online child protection initiatives - 54

Billede fra: https://www.esafety.gov.au/about-us/who-we-are/our-structure

https://www.esafety.gov.au/about-us/who-we-are/our-structure


 Cyberbullying: A broader Cyberbullying Scheme for children to capture harms that occur on

online services and platforms other than social media. Bolstering the existing scheme means

online service providers can be ordered to remove material not just from social media sites, but

from other online services popular with under 18s. This includes online game chats, websites,

direct messaging platforms and hosting services. 

An updated Image-Based Abuse Scheme: to address the sharing and threatened sharing of

intimate images without the consent of the person shown. This world-first scheme recognises

how damaging it can be when intimate images of someone are shared without their consent. The

scheme also recognises the fear caused by someone threatening to do this. Online service

providers now have half the time – cut from 48 hours to 24 hours – to take down intimate images

(including videos) after getting a removal notice from eSafety. The aim is to get online service

providers to remove the content as fast as possible.

Australia has a new body of law that gives the eSafety Commissioner a number of powers: “Our laws

must keep pace with the rapid technological change and the growing threats we all face online. The

reforms of the Online Safety Act of 2021 give the eSafety Commissioner powers that are crucial to

helping more Australians who experience harm on the internet. The new law will raise industry safety

standards and close critical gaps that we have identified as Australia's online safety regulator” (83)

eSafety writes. (We recommend all stakeholders to take an in-depth reading of the full legal text).

 The legislation is backed by funding and Paul Fletcher, Minister of Communications, Urban

Infrastructure, Cities and the Arts, stated in connection with the Online Safety Act: “Giving eSafety

new legislative powers is one thing; we are also backing its work with substantial funding: more than

$ 125 million across the next four years” (84).

In the Online Safety Act online safety for children is definualed in the following manner: “online safety

for childrenmeans the capacity of Australian children to use social media services and electronic

services in a safe manner and includes the protection of Australian children using those services

from cyber‑bullying material targeted at an Australian child”.

The Online safety Act has a number of components (85), including: 

Australian law on online security with
extended powers
In June 2021, the Australian Government adopted a new piece of legislation, the
Online Safety Act 2021 (82). The law obtained royal consent July 2021 and entered
into force January 23, 2022. The law still lacks interpretation in a number of
areas.
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Targeted powers to require internet service providers to block access to material showing

abhorrent violent conduct: The Abhorrent Violent Conduct material blocking powers allow

eSafety to direct internet service providers to block access to certain material which could go

viral and cause significant harm to the Australian community. This includes material that

promotes, incites, instructs in or depicts abhorrent violent conduct, such as kidnapping, rape,

torture, murder, attempted murder and terrorist acts.

In connection with the implementation of the law a number of  “industry codes” must be developed.

These standards / industry codes are expected to be developed by July 2022 (87). Thus, there is still

a great deal of implementation work ahead (88). 

Codes and standards will be enforceable by means of civil sanctions and injunctions to ensure

compliance. The eSafety Commissioner can receive complaints and investigate potential breaches

of industry codes and standards (90).

In September 2021, the eSafety Commissioner published a position paper (91) on the development

of industry codes. Including industry code for blocking or restricting children's access to adult

content online. An "access restriction system" has been announced, which will require all sites

hosted in Australia to develop methods by January 2022 to require users to declare that they are 18

years of age or older for content rated R18 + or Category 1 material (which typically means

pornography, drugs or violence) (92). This, according to The Guardian, will lead to an "age control

roadmap" to be completed by the end of 2022, in which the commissioner will outline how the

government will require all sites, no matter where they are hosted, to check the age of users if they

host adult content. It can include social media like Twitter, Google search and online commerce. In

March 2022 the media IT News wrote that the new the federal government’s Online Safety

(Restricted Access Systems) Declaration 2022 ( component of the Online Safety Act) means that

Australian users of YouTube and Google Play will need to verify their age to view mature content as:

“Google looks to satisfy new legislative requirements on its platforms”.
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Christchurch Terror

The law also aims to combat terrorist and extremely violent material online. The

explanatory memorandum refers to the Christchurch terrorist attacks, New Zealand

2019 where 51 people got killed. Although ISPs complied with the government's request

to block footage of the attacks, the previous regulatory framework did not give the

government the power to order such actions (93). A Royal Commission was set up to

investigate whether public authorities had done everything they could to protect the

people of New Zealand from terrorist attacks and whether more could be done. The

Commission published a Christchurch Royal Commission report in which it says: "the first

link in the devastating chain of events that led to this terrible act involved the

perpetrator being radicalised online. Drawn to both mainstream video sharing platforms

and darker corners of the  internet, the perpetrator’s deformed world view was validated

through increasingly extreme and hateful content. By the time his hatred spilled out into

the real world, social media again provided the means for him to live broadcast mass

murder and spread his twisted manifesto."(94) (own translation).

Research from the eSafety Commissioner shows that about 1 in 7 Australian adults have

been victims of hate speech and for younger adults the figure is 1 in 5. There is a link

between these figures and the Christchurch terrorist attack, Grant believes: “Hate

speech is designed to dehumanize and deprive people of rights and cause an erosion of

our social cohesion, driving already marginalized groups into the open arms of extremist

groups that offer acceptance and purpose. These groups are very adept at harnessing

the power of social media to spread their beliefs to new audiences and to broadcast and

further (weaponize) their ideologies and recruit new followers. We saw this unfold with

devastating effect in the attacks in Christchurch in 2019, in which 51 innocent people

lost their lives due to a single perpetrator” (95) (own translation). 

By the end of April 2021, the eSafety Commissioner's Office had issued 23 messages

regarding content depicting beheadings, shootings and other killings, and in 93% of

cases the content has been removed or restricted to Australian users. It was also after

Christchurch that the eSafety Commissioner's Office was given new functions and

powers to protect Australians from being exposed to terrorist and violent extremist

material: “ This included the power to issue messages to websites and hosting services

providing access to abominable violent material, and the power to require ISPs to impose

a short-term block on websites providing access to this type of material in the event of

an online crisis” (96).
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Note to the reader: The general full mandate of the Commissioner Esafety (97) is too comprehensive

to be described in its full length here, and the full scope of the Online Safety Act is a moving target.

However, we recommend anyone with an interest in the field to investigate further (cf. the note

apparatus).

Perspectives

According to the German newspaper ZDnet, both tech companies as well as experts and civil society

groups from different sectors and with different interests and funding have criticized the Online

Safety Act 2021 draft law on the basis of various arguments (98). For example, Google criticized the

law for being too hasty and Digital Rights Watch, for example, has expressed concern that the law

will cause significant harm to those working in the sex industry, including sex workers,

pornographers and activists (99). 

The Amazon-owned livestreaming platform Twitch, for example, has criticized the law for not taking

into account that it is more difficult for a livestreaming platform to live up to the requirements than

it is for other platforms where the videos are not "live": "Twitch is primarily focused on live, user-

generated content, which is not submitted for classification. It is our experience that an

enforcement approach based on comprehensive Community Guidelines is most effective for such

diverse, interactive, and ephemeral content "(100). Twitter, for example, has criticized the shorter

deadline for removing malicious content: " The shortened time frame will make it difficult to

accommodate procedural checks on possible errors in reports, the removal of legitimate speech,

and providing necessary user notices, " (101). Most recently, sex workers' organizations say they

have not been heard by the eSafety Commissioner and are concerned that adult content will be

restricted (102).

On the other hand, the eSafety Commissioner has generally defended the law, saying that it is about

protecting the vulnerable and holding social media platforms accountable for offering a safe

product, in the same way that “car manufacturers and food producers” are held accountable in

offline environments: " You are building the digital roads, but where are your railings, where are your

seat belts? " And " It is only 50 years ago that there have been demands for seat belts in cars, and

there was a lot of opposition to this. It is now governed by international standards. We are talking

about standard product liability - one must not produce goods that harm people, and with standards

for food safety one must not poison people or make them sick - these should not be standards or

requirements that technology companies should avoid,"she writes (103). In a blog post, she further

points out: "The big platforms have known about the damage for decades, and with almost unlimited

financial and intellectual capital available, they have always had the means to deal with it"(104).
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A set of principles (107) that make user safety a fundamental design consideration;

Interactive tools for small and large businesses that can help them perform risk assessments

(108);

Knowledge resources for investors and financial entities (109);

Commitment to higher education in order to embed Safety by Design in curricula around the

world. 

Service provider responsibility: The burden of safety should never fall solely upon the user.

User empowerment and autonomy: The dignity of users is of central importance.

Transparency and accountability: Transparency and accountability are hallmarks of a robust

approach to safety.

The agency under the eSafety Commissioner tasked with promoting online safety training in

Australia has launched safety by design tools. The hope is to create cultural change in the tech

industry and to contribute with concrete ways of incorporating security into products, services and

platforms (105). The idea is that online risks can be minimized through product design of the

individual apps or programs that are available on the smartphone, PC or other Internet-connected

devices. 

Australia's Safety By Design initiative was launched in 2018 in collaboration with the major tech

platforms. Three years later, in 2021, the eSafety Commissioner reported to be engaged with around

180 different tech companies and activists, while 40 companies participated in the launch of the

new interactive online tools in the summer of 2021. They can be used for free by tech companies

around the world and guides on how to build security into products from the beginning. Research and

consultation on Safety by Design was thus initiated in 2018, and now includes (106):

1.

2.

3.

4.

Here we will briefly review the first three parts:

1.  A set of principles that make user safety a fundamental design consideration

According to the eSafety Commissioner, the core of Safety by Design depends on the following

three principles:

Safety By Design model for tech
companies
Safety by Design is a voluntary initiative initiated by the eSafety Commissioner to
help tech companies anticipate, detect and eliminate online damage in the
design phase. It is about establishing principles, risk assessment, guidance for
investors and much more. 
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Empowering users by giving them greater control of their own safety and experiences online.

Providing clear rules and guidance that are easy to read and highly visible.

Providing users with safety tools and features, namely ways to make reports and to block both

people and content.

Imposing sanctions and consequences for violating the rules of the site.

Using scanning and filtering technology to ensure user safety is upheld on the site and users are

not exposed to inappropriate or sensitive content.

In parallel with the development of these principles (which are reproduced here only in headings),

young Australians have been asked to draw up a vision statement, and it has the following headlines: 

1.

2.

3.

4.

5.

2. Interactive tools for small and large businesses that can help them perform risk

assessments

These tools should support and guide tech companies in integrating security into the company's

culture, ethics and operations - from scratch. The tools guide participants through a series of

questions about what systems, processes and practices are in place in their business. There is one

set for small and one for larger companies (see below).
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3. Resources for investors and financial entities

Investment and venture capital can play a key role in helping to ensure that early-stage technology

companies put safety and ethical considerations at the heart of their design processes. It includes

i.a. (but not only) models of due diligenceagreements and financing agreements that can be used or

adapted to ensure that online security considerations are included in the investment. It also includes

risk assessment tools for businesses that can help them improve and innovate online security. The

hope is that in the future, tech investors will include principles for online protection of children in

their existing due diligence and thus require that the companies and products in which they invest

can document that they have implemented the toolbox's tools. 

The initiative calls for safety to be a part of the culture and management of any organization and

company. According to the eSafety office, it is about making digital spaces safer and more inclusive

and thus protecting the most vulnerable groups. Instead of "moving fast and break things", tech

companies need to invest in risk mitigation in advance and integrate user protection from the start

(110). 

Perspectives

The question is, how effective are 'voluntary' initiatives? Critical voices say that the tech giants

have just become big as a result of a lack of binding legislation and that the tech industry has

received many warnings over the years, without it necessarily having the great effect. The eSafety

Commissioner believes that voluntary cooperation on Safety by design is fundamental because

online safety is a shared responsibility. The aim is to find a way to shift responsibility back to the

platforms themselves, as well as 'product responsibility' in the manufacture of toys and goods or

food safety standards: "None of these standards exist in the world of technology, and I also

philosophically it will not lead to the right result to require companies to introduce safeguards and

innovations. We had to do this with the industry rather than with the industry” (111). The results are

still lacking and the goal is not a quick fix.
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New Zealand



The New Zealand Classification Office has two primary functions: 

1) To classify publications such as movies, books, or computer files that may need to be restricted

or banned 

2) To provide information on classification decisions and on the classification system as a whole.

The Classification Office is an independent state entity under the Crown Entities Act 2004, and

therefore performs its functions at arm's length from the central government. s a government

entity, the Classification Office is accountable to the New Zealand public - it must perform its

functions efficiently, transparently and in a financially responsible manner (112). The Minister of

Internal Affairs is responsible for managing the Government's relationship with the Classification

Office, established under the 1993 Film, Video and Publication Classification Act. 

National chief censor with
powers to remove content
As the only country in the world, New Zealand has what is popularly called a Chief
Censor. It is the chairman of the New Zealand Classification Office who holds the
title, and his mandate is both enlightenment and removal of illegal content
including also with a focus on extremism.

The classification office posts news on the website to parents and others almost daily and responds

quickly when new trends arise online: Why Candyman or Squid Games are problematic for children,

how to “do the porn talk” or why age rating is so important to the developing brain are just a few

examples. 
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Addition of "sound" as a 'category of publications' covered by the act.  

Adding the livestreaming of objectionable content as an offence, punishable by 14 years of

imprisonment for an individual and a fine of up to about $136,000.

The chairman of the Classification Office is named David Shanks (until May 2022). He has been

appointed on the recommendation of the Minister of Internal Affairs and by agreement with the

Minister of Women's Affairs and the Minister of Justice. The Chief Censor, together with the Deputy

Chief Censor are the Board of the Classification Office (113) Shank's career has extended to

managerial and legal positions in both the public and private sectors and he is a lawyer at the New

Zealand High Court. His role is described in The Guardian as follows: "Shanks is an independent,

government-appointed official whose role is essentially that of a content regulator – responsible for

classifying, restricting or banning any material he deems objectionable that New Zealanders can

access, including everything from Hollywood blockbusters to terrorist videos, child pornography to t-

shirts and pamphlets. It is not an unusual role worldwide, although the scope of his job is broader

than most.”114. 

In 2022, The Chief Censor will be given more powers, cf. The Films, Videos, and Publications

Classification (Urgent Interim Classification of Publications and Prevention of Online Harm)

Amendment Bill (115), which is an update of theAct on the Classification of Films, Videos and

Publications from 1993 (Films, Videos, and Publications Classification Act 1993). The amendment

was introduced in May 2020, received Royal approval in November 2021 and entered into force in

February 2022 (116).

As in Australia, the legal updates in New Zealand is also partly a response to the Christchurch

terrorist attack in New Zealand 2019, which, according to policy makers, showed the limits of the

existing classification law. The change in the law entails substantial changes to the existing

classification law and its application, including:
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The provisions on livestreaming also prohibit the sharing of duplicates of the livestream

(including sound and images) and of information enabling access to the livestream in the

knowledge that the content is objectionable or has “the intent of promoting or encouraging

criminal acts or acts of terrorism”.

Service providers’ exemption from legal liability remains for platforms on which objectionable

content has been livestreamed. 

Platforms also retain their exemption from criminal and civil liability if they comply with a

takedown notice.

New powers for the Chief Censor to issue an “interim classification” if the content is likely to be

objectionable. This is limited to instances where the Chief Censor believes it urgently necessary

to make the public aware that a publication may be objectionable and likely to cause harm (117).

Perspectives

The new law change has met with criticism. MP Simon Bridges said in Parliament that then Shanks

could also remove other material such as eye witness videos of the murder of George Floyd: “I dare

say it, it is cancel culture, and it is not a path we should go” (120). In the same article National Media

and Broadcasting spokeswoman Melissa Lee called the change of law "a legislative leviathan that

could threaten the future of free internet in New Zealand" and said it was the start of the next

national debate on freedom of expression and censorship in New Zealand.” Shanks answered “I'm

already on ground zero in that kind of debate, whether I like it or not (...) That’s okay because it’s a

critically important discussion. I have no doubt it’s going to be a vigorous and difficult debate", and

further: “The indicators we are seeing is that it is getting worse. There are toxic and dangerous

conspiracy theories online and the level of hatred seems to be progressing through a lot of internet

platforms.”

Shanks himself points out that the protection of children and young people from risky or harmful

content (freedom from harmful content) must be balanced with adults' freedom (freedom to say and

do things that may be risky or harmful to children): " If you really appreciate freedom of speech then

you have to set limits around it. You cannot tolerate the intolerable, because if you do, you power up

criminals, terrorists and bad regimes. If you give terrorists freedom of speech, they just use it as a

weapon, and oncepeople like that get the upper hand, your freedoms and your rightgs they will be the

first things they crush, and now we need to consider where the balance point between freedom and

between protection. Technologies can now amplify and spread hatred and violence, and we've seen

how it works”.

The hate mails Shanks received after Christchurch have reminded him of " the paradox that is at the

heart of free speech " (121).
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The state does not get to make the calls. (...) If you value democracy, you will not

make the state censor itself (...) In my system, I and my deputy are appointed by the

government, and we work according to rules set by the legislature - and then the

government gets right out of the way! (...) If someone in government tried to tell me

what to do about this livestream video, they could get fired, and I could be fired if I

listened to them. Its very clear.

Put freedom first. If you do not need to censor - then don’t. The freedom of

expression, freedom of speech these are precious rights, they are critical rights. 

Only censor to prevent or limit harm. Censorship is a hard (blunt) tool - yes, but

sometimes it can be applied, sometimes it must be applied – when giving something

free rein is giving to big a risk to society (119).

The New Zealand Classification Office and the Christchurch Terror

In March 2019 a young man committed a terrorist attack in a mosque in New Zealand and

killed nine people. He documented it in a 17-minute livestream on the Internet, as well as

uploading a right-wing extremist manifesto. Following the attack, the Chief Censor and

New Zealand's Internet Service Providers took extraordinary action, blocking the sites

where the videos and manifesto had been found. Shanks has subsequently stated that

he got nausea from watching the video of the terrorist attack from the perpetrator's

point of view, but that nausea must never be an argument for something to be removed.

For sometimes, events that cause nausea can have historical, cultural, or other value.

The argument for removing the content was that it was propaganda: “It was everywhere

on the internet: It was not news, it was not records of an event - it was propaganda for

death (...) we saw all the signs: The branding of the weapons, slogans for white

supremacy, the coded music, the casual use of slaughter to create awareness (...) this

was a terrorist product - a product designed to attract followers across the line. We

banned it. "It was also banned for anyone in New Zealand to watch, own or distribute the

video. Two months later, governments and tech companies signed "the Christchurch Call"

(118) - a non-binding promise to eliminate terrorist and extremist material online. In this

context, Shanks states that there are three principles that are fundamental to the work

as Chief Censor:

1.

2.

3.

Online child protection initiatives - 67

https://www.stuff.co.nz/national/112757465/the-christchurch-call-pledge-document-in-full


The New Zealand government has set up the working group 'Haumaru Tuihono' (122) with

government and NGO representatives to tackle the sexual exploitation of children online. As part of

this working group, the Department of Internal Affairs, the Ministry of Education and the Network for

Learning and the Classification Office have developed a tool to nudge children away from adult porn

and into teaching materials. Part of the reason is that research from before the 1990s, which is the

basis of our current legislation, showed that it was not a good idea to expose children to sexually

explicit material and that as we learn more about children's cognitive and sexual development,

exposing them to pornography (especially the kind of material found on porn sites today) seems to

be an even worse idea than we originally thought: “More research is needed, and we can’t pretend we

know all we need about the impacts of this material, and how it influences children’s attitudes and

behaviours. But nobody seriously argues that pornography is a product for children, with evidence

suggesting regular use might impair sexual development, reduce empathy, and increase the

likelihood of engaging in risky sexual behaviours” (123).

Therefore, the initiative is that when school children search for adult content (eg porn or websites

that are insecure and inappropriate in connection with learning at school), they are redirected to a

landing page (N4L Block Page Trial) (124), which informs them that the content they are trying to

view cannot be accessed. But the landing page does not just give an error message or go black. No, it

moves young people to pages with information and resources on why viewing sexually explicit

material can be harmful to children, as well as giving them access to age-appropriate teaching

material.

So far, it has only taken place at test level. The test took place for 10-11 weeks in 2021 at schools

in New Zealand for students between approx. 13-17 years. The effect of various landing pages was

tested in order to provide teenagers with: “information, tools and resources on access to porn on

the web, healthy conditions and where to get help and support in connection with online harm. “The

students were i.a. referred to teaching materials from the New Zealand Keep It Real Online (KIRO)

campaign (125). Keep it Real Online is a cross-cutting information campaign about online injuries for

children and young people such as online bullying, pornography, grooming online and inappropriate

content. 

Blocking of websites with reference to
information about respectful
relationships
The initiative aims to redirect students who search for online porn during school
hours, to websites that have age-appropriate material about sex, porn and
respectful relationships. The initiative aims to solve the problem of children's easy
access to online porn, which, according to the New Zealand Classification Office
and others, poses a problem.
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Perspectives

It can be argued that it is not the school's task to interfere in what content the individual student at

the school chooses to click on. Furthermore, one can discuss whether it is within the school's

powers to use nudging. But on the other hand, one can also argue that it is ultimately the school's

responsibility to ensure that the content that the child consumes while in the school's custody is

safe and relevant to teaching. 
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In 2010, New Zealand set up a voluntary Digital Child Exploitation Filtering System (DCEFS) in

collaboration between state and tech companies to filter out images of child sexual exploitation

before other children and adults have access to see them. All the major ISPs in New Zealand have

signed up for the voluntary scheme to block illegal content for New Zealanders. The voluntary web

filter covers about 90 percent of all New Zealand's internet users who would otherwise encounter

the material because the tech players present the material to them e.g. through algorithmic curation,

or because the user himself seeks it out as occasional users of the illegal material. The filter is thus

designed to help combat trafficking in images of child sexual abuse by making it more difficult for

people with a sexual interest in children to access this material. Below is a model for the process:

Voluntary network filtering between
state and tech companies to combat
child sexual abuse
The initiative is the first of its kind in the world: a voluntary collaboration between
tech companies and the state to remove images of sexual abuse of children
before children and adults gain access to them.
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In short, the filter compares the requested URL with a list of known websites showing child abuse. If

the requested URL is not in the filter, then the user may enter the requested website. If the

requested website IS on the filter list, then the user is directed to a landing page with digitally

educational messages (see description next page of this initiative).  

 

 The criteria for a website to be included in the list of websites to be filtered out are defined in

specific legislation regarding illegal and harmful content (126). 

Perspectives

An argument against all kinds of filters is that it is possible to bypass the filter if you use a VPN, so

people who are really interested in accessing material that shows child abuse can do so. The

purpose, according to the authorities, is not to completely eradicate the problem but to make it more

difficult for people with a sexual interest in children to access this material. The optional web filter

focuses only on general web content (HTTP and HTTPS) but not what is called peer to peer (P2P) -

that is, chat apps (such as Messenger), emails, etc. Furthermore, it is not a law enforcement tool

(enforcement tool): " no user who is presented with the landing page will or could be prosecuted "

(127), which depending on the point of view can both be seen as an advantage or a disadvantage.
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USA



The Kids Internet Design and Safety (KIDS) Act (Rep. Castor and Sen Markey), 

Children and Teens’ Online Privacy Protection Act (Sen Markey and Sen Cassidy),

Protecting the Information of our Vulnerable Children and Youth Act (Kids PRIVCY) (Rep. Castor)

The Kids online Safety Act (Sen Blumenthal and Sen Blackburn)

2021 was the year of political consultations in Washington. More and more members across

Congress and the Senate want to hold the tech industry more accountable - also in relation to

children. The four most important kids’ online protection bills introduced in the 117th Congress are: 

Below we will introduce them a bit more.

Kids Internet Design and Safety Act

Manipulative marketing, amplification of harmful content and harmful design features that can pose

a threat to children and young people online, are all elements that the Kids Internet Design and

Safety (KIDS) Act (128) will contain. The Act was reintroduced on September 30, 2021. Senator

Markey was also a co-author of the Children's Online Privacy Protection Act (COPPA). He commented

on the proposed act: "Big Tech continues to prioritize earnings over the protection of children and

young people, and that must stop. We know that these companies will not change their behavior

unless Congress forces them to“. 

At the moment, COPPA is the only act in the United States that protects children from tampering

with online marketing, but it only applies to children aged 12 and under. KIDS Internet Design and

Safety (KIDS) Act will extend the protection to 13-15 year old children. According to the American

organization, Fair Play, which supports the proposed act, it is also about forcing companies to

recognize the children who use their platforms. It is “par for the course for big platforms to pretend

like there are no children on their sites, even when there very obviously are. The KIDS Act won’t allow

that kind of double talk: if there’s reasonable evidence that a platform is used by kids 15 or under –

think Fortnite, Snapchat, Instagram, Twitter, and TikTok – then that platform needs to take action to

make sure their young users aren’t being targeted with manipulative ads or manipulative design”

(129). 

The act will also ban the use of manipulative design tactics like “Snap streaks that keep 8th grade

students awake at night; no more endless video playlists making it impossible for elementary school

kids to get out of the game; no more crying video game characters manipulating 5-year-olds to

spend money.”

New US bills focus on young people 
During 2021, a number of draft acts have been introduced in the United States, all
of which aim to protect not only younger children, but in particular teens as well,
from data collection, manipulation and harmful content.
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Prohibition of "autoplay" leading to prolonged and unhealthy viewing sessions on websites and

apps for children and young teens. 

Prohibition of push notifications that encourage children and young teens to take their devices

forward and increase their screen time.

Ban badges that reward children and young teens for spending more time on an app or website.

Prohibition of functions such as "like" buttons and "numbers that show the number of followers"

- ie design features that quantify the level of popularity of children and teenagers.

Prohibit algorithmic amplification of violent, inappropriate and dangerous content.

Requiring sites to put in place mechanisms that allow users to report cases where sites

recommend harmful content to children and young teens.

Prohibition of content that includes sales from a host or influencer marketing, e.g. "unboxing

videos" for kids and teens.

Prohibition of sites recommending content to children and adolescents involving nicotine,

tobacco, or alcohol. 

Prohibition of sites exposing children and young teens to marketing with built-in interactive

elements.

Below are some of the headings of the act: 

Harmful design features:

Reinforcement of harmful content:

Manipulative marketing:

The act is recommended by a number of children and young people's organizations in the USA -

including Common Sense Media, Center for Digital Democracy, Fairplay and the American Academy of

Pediatrics. 

Children and Teens’ Online Privacy Protection Act

This act (130) is an update of the existing and 21-year-old U.S. Children's Online Privacy Protection

Act (COPPA). The new proposal was introduced by Senator Cassidy together with Senator Markey,

who was also the original House author of COPPA. He states that: 

“Over the past year, parents have seen their children and teens spend more and more time online

and they’re realizing that the internet simply is not safe for kids and adolescents. Big Tech has a

voracious appetite for kids’ attention and data, and these companies have no problem prioritizing

their own profits over children and teens’ right to privacy. It’s time for Congress to swiftly put in

place strict safeguards that stop these powerful platforms from tracking young people at every turn

in the online ecosystem. I thank Senator Cassidy for partnering with me on this urgent issue.”       
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Build on COPPA’s consent requirements by prohibiting internet companies from collecting

personal information from users who are 13 to 15 years old without the users’ consent;  

Ban targeted advertising (as opposed to contextual advertising) directed at children;  

Establish a “Digital Marketing Bill of Rights for Teens” that limits the collection of personal

information of teens; 

Revises COPPA’s “actual knowledge” standard to a “constructive knowledge” standard so that

websites that should reasonably know that kids are on their websites need to get consent in

order to collect children’s data;

Create an “Eraser Button” for parents and kids by requiring companies to permit users to

eliminate personal information from a child or teen when technologically feasible; 

Establish a Youth Marketing and Privacy Division at the Federal Trade Commission (FTC); 

Require online companies to explain the types of personal information collected, how that

information is used and disclosed, and the policies for collection of personal information; 

Require that internet connected devices targeted toward children meet robust cyber security

standards; 

Require manufacturers of connected devices targeted to children and minors to prominently

display on their packaging a privacy dashboard detailing how information is collected,

transmitted, retained, used, and protected; and

Commission reports on the effectiveness of the COPPA safe harbor program.

apply to older children, teenagers aged 13-17 years; 

Extend the categories of information considered "personal" to include physical characteristics,

biometric information, health information, education information, message and call content,

browsing and search history, geolocation information, and latent audio or video recordings;

Prohibit companies from targeting online advertising to children and teens based on their

personal information and behavior;

 Require the consent of all persons under the age of 18 for the processing of personal data;

 Strengthen The Federal Trade Commission's enforcement of COPPA;

To give parents of children and teenagers a private right of action; 

Removing The Federal Trade Commission's Recognition of COPPA Safe Harbor Programs (COPPA

includes a provision that allows industry groups or others to submit self-regulatory guidelines to

The Federal Trade Commission's approval, ed.).

The Children and Teens’ Online Privacy Protection Act of 2021 would:

Protecting the Information of our Vulnerable Children and Youth Act

The formal title of this act is Protecting the Information of our Vulnerable Children and Youth Act

(131)

According to Castor “the bill builds on COPPA's strengths and expands privacy protections for

children and teenagers, and incorporates key elements of the UK's Age-Appropriate Design Code,

including expansion of coverage to sites likely to be accessed by children and teenagers, a

requirement for a Privacy and Security Impact Assessment, and direction to operators to make the

best interests of children and teenagers a primary design consideration” (132)

The Kids PRIVACY Act will introduce the following requirements: 
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